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Agenda

Why ?

How ?

Certifications (?)
Events (conferences)

Sample of cool projects
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Life as a Pen(etration) Tester - WHY ?

- .

What my mom thinks | do What society thinks | do

What hackers think | do What | think | do What | actually do
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The “long” road to success

More Learning

"\, Applications' Places System [] ¢ ] sunMay 1, 121PM &
& Ac

Q BackTrack

University of Politehnica, MSc in Security

of Complex Networks (SRIC)
O My first failed exam L
O My first “real-world” certification — LPIC-1

Learn to build, break and fix

O Coursera

By http://www.backtrack-linux.org/wp-content/gallery/backtrack-5/bt5-g0.png,
GPL, https://commons.wikimedia.org/w/index.php?curid=16164718
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Practicing

https://pentest-ground.com/

https://www.vulnhub.com/ - VMs — Get Root style (OffSec / gOtmi1k)

https://hackthebox.com/

https://www.pentesteracademy.com/topics

https://www.pentesterlab.com/

https://tryhackme.com/

https://portswigger.net/web-security/dashboard

https://academy.tcm-sec.com/
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Vulnerable apps to
benchmark your scanners
and your skills

Pentest Ground is a free playground with deliberately vulnerable web applications and
network services. You can use them to test how effective vulnerability scanning tools are or
for educational purposes.

Vulnerable systems
NAME URL TECHNOLOGIES VULNERABILITIES
Damn Vulnerable Web https://pentest-ground.com:4280 Classic Web App CSRF, XSS, SQLi
Application
Damn Vulnerable GraphQL https://pentest-ground.com:5013 GraphQL CMDi, XSS, SQLi
Application
RestFlaw https://pentest-ground.com:9000 REST API SQLi, Code Injection, XXE
CipherHeart pentest-ground.com:6379 Redis CVE-2022-0543 (RCE)

GuardianLeaks https://pentest-ground.com:81 Web App XSS, SSRF, Code Injection
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How school shapved my head mind
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Training-on-the-job

Internship
Practice
Start a career - from Jr. to Infinity and beyond

https://pentest-tools.com/jobs
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Certifications everywhere

PENTEST

UrrENOIVE

securitv

CERTIFIED RED TEAM

Razvan Costin lonescu

RTIFIED AS A

ACTIVE DIRECTORY ATTAC
and has passed the certification exam

urfmaw (e

THIS IS TO ACKNOWLEDGE THAT

Razvan Costin lonescu

IS CERTIFIED AS AN

OSWP

irity Wireless Professional)

Stucent 1D ADUY

AND HAS SUCCESSFULLY COMPLETED ALL REQUIREMENTS ANO
CRITERIA FOR SAID CERTIFICATION THROUGH EXAMINATION
ADMINISTERED BY OFFENSIVE SECURITY,

THIS CERTIFICATION, EARNED ON

12th of December 2015

1

Mt Ahalon
PRESIDENT AND CTO

ACADEMY -

PROFESSIONAL

This is to certify that
i lonescu Razvan Costin
has successfully completed all the requirements for the

K-DEFENSE LAB
s of March7,2021

tion Assurance O
\“SOVW‘“ er;
o i lCqy,
G

GIAC presents this certification to: 0//

Razvan-Gostin Jonescuw

who has met the necessary requirements and demonstrated
a mastery of the subject matter and security skilfs to earn the

GIAC SECURITY EXPERT - GSE

Received on this date  2022/7/15 and valid through  2026/7/31

(Global CInformation Assurance Certification

\ i
L ( = Analyst number: 098 %/ %’ﬁé
“‘ H] 3 <k, Direc
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Have | told you about certifications ?

Few personal recommendations

GERENSIVES S MS
security r.z TC

> M

A/ SECGURITY

CERTIFICATIONS

10 % 'Il_'lry . Web Security
111
HACKTHEBOX s qac < Academy



Why apply to speak at events & what that gets you

CYBER SMART
DEFENCE

ttps://CyberSmartDefence.cc

Where creative
hmmers get

—_—
safetech

Your trusted security partner

www.safetech.ro
office@safetech.ro

CONTACT US
AND YOU WILL CET
THE BEST ANSWER
FORALL OF YOR
SECURITY NEEDS

WE CAN'T

N\ PREVENT YOU
\ BEING A TARGET
BUT WE CAN

/ HELPYOU

NOT BECOME
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CertSIGN,
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http://def.camp

DefCamp

1 CCSIT

Cyber Security
Research Center
from Romania

http://ccsir.org

SecureWorks

®

Why Dell SecureWorks?

24x7 protection from th

Respond to incidents quickly
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Visiting BlackHat US
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Visiting DefCon




DefCon - Tamper Evident Village

4 '.-’.UI >

0

¢
PR ’ 2 IS Lo <
W 2 g £ 4 ! ) PR
“2}\%\‘6‘ DR O ' ; f G N SN R AN
S : . ‘ SRS SIS




DefCon - Social Engineering Village
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eetmg VIPs at DefCon

F CON Exclusive
sount!
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How They Hacked the Prime Minister From 1 Instagram Post % Darknet Diaries Ep. 84: Jet-setters
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When you browse
Instagram and find
former Australian
Prime Minister Tony
Abbott's passport
number

https://mango.pdf.zone/fin
ding-former-australian-
prime-minister-tony-
abbotts-passport-

number-on-instagram

Instagram o 7V

m hontonyabbott & « Follow

@

Stay well and safe mate
. .

come and jump on
calderwood’s truck lol

ABBOTT/ANTHONY MR
21MAR
o

QANTAS AIRWAYS
ZIMARZ0 19:43

QF 26
it

g Liked by and 243 others

ABBOTT/ANTHONY MR
Carrler
RoanTas (ustoner Baggage Receipt

QANTAS AIRWAYS
Fron

TOKYD
Tersinal

ti=358

hontonyabbott

@ <

3 %= " % & hontonyabbott & A big thank you to
R gE §E <l all the team on QF26 from Tokyo.
2 Y ﬁ: EN Hope te see you flying again soon!
.8 :g g 5 This will pass.
siE;2ke
iy 3

W




American
University

%eynolds HallAUB,

Bank

. .Central
Military Club
= )

Rort'ofiBeirut @
Zaitunay Bay Syl

MAJIDIYEH

i PN

@

Salut Razvan!
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$ contract pentru servicii de networking si securitate

ABC Verdun 9

Movenpick Marina:Bay @

Ramlet Al
Baida Beirut
Lebanon @

Sheraton Le Verdun
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informatica si este urgenta. Intre timp te rog sa ma
anunti cu ce intreban sau detalii te mai pot ajuta si
. {otel-Dieu de Franc
cand am putea sa ne auzim pe un telefon ca sa Q
- - .
povestim despre acest proiect.
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5a ne auzim cu bine,
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Metro station in Dubai



